International 

open 91 access Journal 

Of Modern Engineering Research (IJMER) 
l l 

Securing Data Communication for Node Anonymization Using 

Location Information 

Ms. Kanchan P. Kamdi 1 , Mr. G. Rajesh Babu 2 

1,2 (Assistant Professor & Student , Department of Computer Science & Engineering ),Tulsiramji Gaikwakd - 
Patil college of Engineering & technology mohgaon wardha road Nagpur, Maharashtra. 

Abstract'. MANET is a type of wireless ad-hoc network that usually has a mutable networking 
environment. Mobile Ad Hoc Networks use unidentified routing protocols that hide node identities and 
routes from outside observers to provide anonymity protection. Our existing anonymous routing 
protocols depending on either hop -by -hop encryption, redundant traffic either produce high cost or it 
cannot provide privacy protection to data sources, destinations, and routes. We propose a new location 
based routing protocol which offers high privacy protection at low cost to sources, destinations, and 
routes. It also has approaches to effectively counter intersection and timing attacks. The proposed plan 
ensures the privacy of both route and nodes which westudy and simulate the result. This existing 
protocol achieves better route privacy protection and its lower cost compared to other unidentified 
routing protocols, and also improving the routing efficiency compared to other geographical routing 
protocol. 
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I. Introduction 

A "mobile ad hoc network" (MANET) is an autonomous system of mobile routers (an associated hosts) 
connected by wireless links - the union of which forms an arbitrary graph Mobile Ad Hoc Networks feature self- 
organizing and independent infrastructures, which make them an ideal choice for military uses such as 
communication and information sharing in battlefields. However, the innate on -air nature of MANETs makes 
them vulnerable to malicious entities that aim to tamper and analyze data and traffic analysis by communication 
eavesdropping or attacking routing protocols. MANET routing focused on security issues, less attention has been 
devoted to privacy. Privacy doesnot mean confidentiality of communication (i.e., data)among MANET nodes. 

Anonymous routing protocols are crucial in MANETs to provide secure communications by hiding 
node identities and preventing traffic analysis attacks from outside observers. Anonymity in MANETs includes 
identity and location anonymity of data sources (i.e., senders) and destinations (i.e., recipients), as well as route 
anonymity. Identity and location anonymity of sources and destinations means it is hard if possible for other 
nodes to obtain the real identities and exact locations of the sources and destinations. For route anonymity, it is 
important to form an anonymous path between the two endpoints and ensure that nodes en route do not know 
where the endpoints are, especially in MANETs where location devices may be equipped. 

Existing anonymity routing protocols in MANETs can be mainly classified into two categories: hop- 
by-hop encryption and redundant traffic. Most of the current approaches are limited by focusing on enforcing 
privacy at a high cost to existing resources because public-key-based encryption and high traffic generate 
significantly high cost. In addition, many approaches cannot provide all of the aforementioned privacy 
protections. For example, existing ALARM cannot protect the location privacy of source and destination. SDDR 
protocol cannot provide route privacy, and ZAP protocol only focuses on destination privacy. Many privacy 
routing algorithms are based on the geographic routing protocol. 

To provide high privacy protection for sources, destination, and route with low cost .We propose an 
Anonymous Location-based Routing protocol. These routing protocol dynamically partitions a network field 
into zones and randomly chooses nodes in zones as intermediate relay nodes, which form a non traceable 
unknown route. Specifically, in each routing step, a data sender partitions the network field in order to separate 
itself and the destination into two zones. It then randomly chooses a node in the other zone as the next relay 
node and uses the GPSR [15] algorithm to send the data to the relay node. In the last step, the data is 
broadcasted to k nodes in the destination zone, providing k-privacy to the destination. It also has a strategy to 
hide the data sender among a number of senders to strengthen the privacy protection of the source. The proposed 
routing protocol is also resilient to intersection attacks and timing attacks . We theoretically analyzed proposed 
system in terms of privacy and efficiency. We also try to do experiments to evaluate the performance of 
proposed system in comparison with other privacy and geographic routing protocols. 
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II. Related Work 

K.E. Defrawy ,G. Tsudik [2] proposes on privacy aspects of mobility. Unlike most networks, where 
communication is based on long-term identities (addresses), we argue that the location centric communication 
paradigm is better-suited for privacy in suspicious MANETs. 

Karim El Defrawy and Gene Tsudik [3] proposes the ALARM framework which supports anonymous 
location-based routing in certain types of suspicious MANETS ALARM relies on group signatures to construct 
one-time pseudonyms used to identify nodes at certain locations.They show through simulation that node 
privacy under this framework is preserved even if a portion of the nodes are stationary, or if the speed of 
movement is not very high. 

V. Pathak, D. Yao, and L. Iftode [4] proposes the design of the GSPR secure geographic routing 
protocol. The overhead of location authentication is investigated under various scenarios through network 
simulation. Results show that although the presence of malicious nodes increases the routing path length, a data 
delivery rate of larger than 80% is sustained even if 40% of the nodes are malicious. 

Sk.Md.M. Rahman, M. Mambo [5] proposes a new position -based routing protocol which keeps 
routing nodes anonymous, thereby preventing possible traffic analysis. Time variant Temporary Identifier Temp 
ID is computed from time and position of a node and used for keeping the node anonymous. Only the position 
of a destination node is required for the route discovery, and Temp ID is used for establishing the route for 
sending data: a receiver hand shake scheme is designed for determining the next hop on-demand with use of the 
Temp ID. hey evaluate the level of anonymity and performance of proposed scheme.Also they clarified the 
achievement of anonymity and security. 

Z. Zhi and Y.K. Choong [6] proposes to preserve location privacy based on the idea of dissociating 
user's location information with its identity. They also propose an anonymous geographic routing algorithm 
which includes three components to avoid the explicit exposure of identity and location in communication 
without compromising the efficiency guaranteed by geographic routing. 

III. Proposed Methodology 

A. Network Models: 

We use two different network models, random way point model and group mobility model. With the 
random way point model as the default setting, we also compare the performance of anonymous based routing 
protocol in the group mobility model. In the group mobility model, we set the movement range of each group to 
150 m with 10 groups and to 200 m with five groups. 

B. Dynamic Pseudonym and Parameter Testing: 

The tests were carried out on network simulator using 802.11 as the MAC protocol with a standard 
wireless transmission range of 250 m and UDP/CBR traffic with a packet size of 512 bytes. The test field in our 
experiment was set to alOOO ml 000 m area with 200 nodes moving at a speed of 2 m/s, unless otherwise 
specified. The density was set to 50, 100, 150, and 200 nodes per square meters. The duration of each simulation 
was set to 100 s unless otherwise indicated. 

C. Actual Participating Nodes: 

The cumulated actual participating nodes in proposed anonymous location based routing protocol, 
GPSR, ALARM, and A02P, with 100 and 200 nodes moving at a speed of 2 m/s, respectively. Since ALARM 
and A02P are similar to GPSR in the routing scheme and thus have similar number of actual participating 
nodes, we use GPSR to also represent ALARM and A02P in discussing the performance difference between 
them and proposed routing protocol. 

D. The Destination Anonymity Protection: 

The number of remaining nodes with partitions and a 2 m/s node moving speed when the node density 
equals 100, 150, and 200, respectively. The figure shows that the number of remaining nodes increases as node 
density grows while it decreases as time goes on. 
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Figure. 1 Routing among the zones. 

E. Routing Performance: 

The routing performance of Anonymous location based routing protocol compared with GPSR, A02P, 
and ALARM in terms of latency, number of hops per packet, and delivery rate. We also conducted tests with 
and without destination update in location service to show the routing performance of different methods as 
shown in fig below which shows the actual packet delivery ratio in %. We are trying to improve the packet 
delivery ratio to 98% to 100%. 
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Fig. 2 Packet Delivery Ratio 

IV. Conclusion 

Existing anonymous routing protocols, depending on either hop-by-hop encryption or redundant traffic, 
it produces high cost. And also, some routing protocols are unable to provide complete source, destination, and 
route privacy protection. Proposed anonymous location based routing protocol is distinguished by its low cost 
and privacy protection for sources, destinations, and routes. Also we will try to improve the packet loss ratio to 
98%. 
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